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INPOTUBOJIEMCTBUSA HE3AKOHHBIM ®UHAHCOBBIM OIIEPALIASIM

B cBA3M ¢ TNpHMEHeHHWEM JIMLAMH, MONb3YIOLIMMHCA ycimyramd (manee - xideHTsl) OOliectBa ¢
OrpaHHYeHHON OTBETCTBEHHOCTHIO MukpokpemuTHas kommanui «MAHHJIDH» (nance - 000 MKK «M]I»)
ABTOMATH3UPOBAHHBIX CHCTEM IUIA IIOMYYSHHA, TTOATOTORKH, 00pabOoTKH, Tepeaiayu W XpaHeHHs HH(OpMalluH B
3IEKTPOHHOH (hopMe, B TOM UHCIe HHPOPMAIHH:

- copepialed nepcoHaIbHbIE JaHHBIE KIHEHTa M HHBIX JIHL;

- cofepikarneiics B JOKYMEHTaX, COCTABISEMBIX NP OCYLIECTBICHHH (DMHAHCOBLIX ONepallii;

- HCMOJB3yeMOM i aBTOPHU3ALIMH B LIEJISX OCYILECTBICHHA (PUHAHCOBBIX OMEpaIMil M y0CTOBEPEHHS
I[[paBa PacIopsuKATHCS JEHEKHBIMU CPECTBAMH, LIEHHBIMK OyMaraMH HIH HHBIM UMYLIECTBOM,;

- 00 ocyInecTRIIEHHBIX (DHHAHCOBBIX OIIEPALIHAX;

- KIO4YeBOH HHGOPMALMH CPEACTB KpHNTOrpadHHecKkoil 3auiuThl MHQOPMALMH IIPH OCYIIECTBICHHH
uHaHCOBEIX omepaimii (kpunrorpaduyeckue KkmouM), (manee - uubopmaims), 000 MKK «MI»
MPeIypeskaaeT KIHEHTOB 0 HeOOXOOMMOCTH OCYIIECTRIATE 3alIUTY HHGOPMAlLM{d B CBA3H C HAJIHYHEM
BO3MOJKHBIX PHUCKOB ITOJIy4€HHs HECAHKIIHOHUPOBAHHOIO JOCTYIIA K Hel C LIENBbI0 OCYIEeCTBIIEHH (QUHAHCOBBIX
ornepal|ii JIMIaMH, He 0671aJal0lIHMH TIPABOM HX OCYIIECTBICHHH, H C 3TOH LIEJIBI0 PEKOMEHIYET CIIETYIOIIee |

1. [Ias npegorBpameHds HeCAHKIHOHHPOBAHHOIO JOCTYNA K 3alHmaemMoi HHpopManuu:

1) He coofmmare MOCTOPOHHHM JIHIIAM, B TOM dHcle B ceTH «MHTepHeT», nepcoHanbHbIe JaHHBIE HITH
uHpopMaIMIO O (PUHAHCOBBIX OMepamsX, o0 OaHKOBCKMX KapTaX (cuyerax), JIOTHHBI W MapoiH AOCTYIIOB,
HCTOPHIO OTIEPALHH, TAK KaK 3TH JaHHbIE MOTYT OBITh IIEPEXBAYEHBI 3JI0YMBILIIEHHHKAMH H HCIIONB30BAHBI I
MOJIYYEHHA JOCTYIA K 3alHIIaeMOH HHQOPMAIIHH.

2) He 3anucelBath JOTHH W Napojib Ha GyMare, MOHHUTOpe, KJIaBHAaType M MHBIX YCTpoicTBax (manee -
YCTPOMCTBA), ¢ HCTIONB30BaHHEM KOTOPEIX OCYIIECTBIIAIOTCS (DMHAHCOBBIE OTEPaLIHH.

3) He ucrons3oBaTs QYHKIMIO 3aTIOMHHAHHSA JIOTHHA H NapoJiA.
4)  He ucnone30BaTh OJMHAKOBBIC JIOTHH U MApOIk 1JIA JOCTYINA K PasJTHYHBIM CHCTEMaM.

5) Hcnonp30BaTh CIOKHOCOCTABHBIE MAPOIH, KOTOPbIE COAEPHKAT MPOMMCHEIE H CTPOYHbIE OYKBEI, &
TaKJKe CIIEL{HAIEHEIE CHMBOIIBL, H HE COCTOST MCKIIIOUMTENTEHO M3 MMEH, HOMEPOB Telle)OHOB H MAMATHBIX JaT.

6) PerymsapHO NpoU3BOIUTE CMEHY MapoJie.

7) Tlo BO3MOKHOCTH COBEPLIATH OIEPALMH TOJMBKO CO CBOEro JMYHOI'O CpPEeACTBA JOCTyTNa B LENIX
COXpaHeHHs KOH(DUIEHIHAILHOCTH ePCOHATBHBIX JAHHBIX M HHOH 3allMIaeMol HHOpMALUH.

8) 3asepuware ceaHc pabOTHI C SNEKTPOHHBIMH CETEBEIMH PECYPCAMHM, HCIIONB3YsA COOTBETCTBYHOLIMH
IIyHKT MeHIO (Hanpumep, « BeIHTHY).

9) © Tlpu nepenade UHPOPMALIHK C HCTIOTB30BAHHEM YY)KHUX KOMITBIOTEPOB WM HHBIX CPEICTB JIOCTYTA,
HE COXPAHATh HAa HUX TEPCOHANBHBIE JAHHbBIE M APYTYI0 MH(QOPMAILHMIO, & MOC/e 3aBepIICHHS BCEX ONepaLui
yOEIUTRES, UTO IIepCOHAIBHbIE JaHHBIC H IPYyTas HH(pOPMALMA He COXPAHUIIKCE.

10) He nepenaparh HHKAKOM MepCcOHANBEHON W HHOM KOH(HISHIHATEHOH HHGOPMALIMH [IPH TIOTYHEHHH
IHCEM MO DIEKTPOHHOH MouTe OT SKOOHI mpencraBurelell OAHKOB M MHBIX (MHAHCOBBIX OPraHW3aLMH, €CIH
MoJTy4YeHHe TaKKUX MTHCeM HHUIMHPOBAHO He Bamu.

11) He HepexolyTh MO CCHUIKAM B TaKUX [HCbMAX, HE OTKPHIBATH BJIOJKEHHBIC MPHIIOKESHMA (TaKie
peCypChl MOTYT COZIEPIKATE BPEIOHOCHOE IIPOrpaMMHoe obecreueHue).



12) He 3BoHHTE 110 Tee(OHAM YKa3aHHBIM B TTOA0OHBIX MHCHMaX, H HE OTBEYATh HA HUX.

13)  Jlns CBA3M MCTIONB30BATH HOMEPA TEIE(OHOB H SIEKTPOHHEIE a/Ipeca, yKasaHHbIe Ha OQULMATBHBIX
caiTax BiIafienbleB QHHAHCOBBIX CEPBUCOB.

14) Tlpu perMcTpaUd Ha MHTEPHET-CAWTax BCETAa H3MEHATh MAapojM, KOTOpble NMpHXoaatT Bam 1o
AJIEKTPOHHOMH IOYTE.

15) KoHTponupoBaTs KOH(QHMIYpaLMIO YCTPOMCTBA, € MCIIONB30BAHHEM KOTOPOro COBEPLIAIOTCA
[eHCTBHSA B WENAX OCYLIeCTBIIeHHsA (puHaHCOBOM omepaimu. He 3amyckaTe Ha cBOeM KOMIIBIOTEpE, TellehOHE
W/WIM HHOM YCTPOHCTBE, COAEpIKallleM aBTOMATH3MPOBAHHYKO CHUCTEMY, HE 3aCiy’KHBAIOIIMX [(OBEpHS
WCTOYHHKOB.

16) MHcmons30BaTh AHTHEHPYCHOE MPOrpaMMHOE OOECIICUEHHE H MEKCETEBBIE 3KpaHbl C ILEJIbIO
CBOEBPEMEHHOT0 0OHApYKeHHs BO3/IeHCTBUS BPEJIOHOCHOTO KOJIa.

17) - PerynspHo NpoU3BOIUTE OOHOBIIEHHE CUCTEMHBIX H NPHKIIAJHBIX IIPOIPAMMHBIX CPEJICTB.

18) B ciyuae oOHapyKeHHs MOJO3PUTENBHBIX JSHCTBHH, COBEpIIEHHBIX B aBTOMATH3HPOBAHHOH
CHUCTeMe YCTPOMCTBa, He3aMe JINTEEHO CMEHHTS JIOTHH M napoik U coobututs 06 3tom OO0 MKK «M]I».

19) Ilpu yrpare (norepe, XHINEHHH) KJIMEHTOM YCTPOHCTBA, C HCIONb30BAHHEM KOTOPOTO HM
COBEpINANMCEH NeHCTBMA B LEJIAX OCYIIECTBIEHHsS (DUHAHCOBOH ONMEpaluy - He3aMeUTHTETLHO COoOOIMTE 06
9TOM HOCTYIHBIMH cpeacTBamu ez OO0 MKK «MI».

20) Ilpu HaTMYMK HECAHKUMOHWPOBAHHBIX AEHCTBHH C NEHEKHBHIMH CPEICTBAMH, MHBIX HE3aKOHHBIX
(uHaHCOBBIX OmepalHii - He3AMEITHTENBHO MOJATh 3afBJICHHE O NaHHOM (akTe B IPABOOXPAaHHMTENBHBIE
OpTaHEI ¥ COXPaHUTh 0KA3aTEIbCTBA TAKKUX JICHCTBHH B yCTPOHCTEE.

2. Jlns 3amMTHI OT BO3JEHCTBHS MPOrpaMMHBIX KOJO0B, NPHBOAANIAX K HAPYUIEHHIO MTATHOrO
(YHKIHOHHPOBAHHUSA  CPEACTBA  BBLIYHC/IATEJIbHOH TeXHHKH (BPeIOHOCHBIH KOX), B  HeJAX
NPOTHBOJEHCTBHA He3AKOHHLIM (HHAHCOBBIM ONEpANHAM:

1) B aBroMmaTHM3HpOBaHHOM cucTeme ycrpoiicTea KitneHTa IODKHEI IPUMEHATHCS TONBKO OQHLHAIILHO
NpHOOpEeTEeHHbIE CPeICTBAa AHTUBHPYCHOM 3alHTEL.

2) VYcraHOBKa H peryaspHOe 0OHOB/ICHHME CPENCTB aHTHBHPYCHOH 3aLMTbI JIO/DKHBI OCYINECTBIATECA B
COOTBETCTBHH C TEXHMUYECKOH NOKYMeHTallueH.

3) B uwemsx ofecrniedeHHs aHTHBHPYCHOH 3alllUThl IIPOM3BOJIMTCA ~AHTHBHPYCHBIH KOHTPOIb
aBTOMATH3UPOBAHHOH CHCTEMbI Y CTPOHCTRA.

4)  O6s3aTe/bHOMY aHTHBUPYCHOMY KOHTPOJIIO TIOJIEAKHT BCA HHGOPMALHA.
5) K mpuMeHEeHHIO [0IyCKAIOTCS TOMBKO TMIEH3HOHHbIC aHTHBHPYCHBIE CPEICTBA.

6) Ilpu paGoTe ¢ MHBIMH HOCHTENAMH HHGOPMALHY HeOOXOIMMO Mepe/l Ha4aaoM paboThl OCYILECTBUTh
HX TPOBEPKY Ha IPEIMET OTCYTCTBUSA KOMIIBIOTEPHBIX BHPYCOB.

7) 3ammura OT BUPYCOB COCTOMT M3 HECKOJBKUX 5TaroB. Ha mepBom sTare BBIIOIHAIOTCA PEry/ApHBIE
npodunakTHueckie paboThl TO BEISBICHHMIO BUpPycoB. Ha BTOpoM 3Tamne NPOM3BOAMTCA aHANH3 CHUTYalHH
HpOSBIIEHHS BHpyca (BUPYCOB) M IIPHUMHBI TToABIeHHA. Ha TperbeM Tare BRIMONHACTCA yHHUTOKECHHE BHpYCa
(BHpYCOB) M3 aBTOMATU3HPOBAHHOM CHCTEMBI Y CTPOHCTBA.

8) SpiBIK [T 3amycka AHTHBHPYCHOW IIPOrpaMMEI JIO/DKeH OBITh BBIHECEH HA OCHOBHOM 3KpaH
VYcerpoticTsa.

9)  O6HOBIEHHE AHTUBHPYCHBIX MAKETOR OCYIIECTBIIAETCSA HA TIOCTOSHHOM OCHOBE.

10) KumueHT IOMKEH OCYLIECTBIATH PETYJSPHBIA KOHTPONb pPabOTOCIOCOOHOCTH aAHTHBHPYCHBIX
TIporpaMM, 0GecrieunTh HEBO3MOKHOCTE CaMOBOJIBHOTO, JIMO0 HECAHKIMOHMPOBAHHOTO OTKIFOHCHMS CPEICTB
AHTHBHPYCHOM 3aIIUTHI.

11) Hacrpoiika mapameTpoB CPEICTB aHTHBHUPYCHOI'O KOHTPOIA OCYLIECTBIACTCS B COOTBEICTBHH C
PYKOBOACTBAMH IIO NPHMECHEHHIO KOHKPETHBIX AHTHBHPYCHBIX CpencTB.



12) Ocoboe BHMMaHWE MODKHO OBITh YOENEHO aHTHBUPYCHOH GMIBTpallMd TpadHKa 3JIEKTPOHHOIO
IOYTOBOrO 0OMEHa.

13) Jlyyimme# mnpakTUKOH sBIIeTCS MOCTPOSHHE SIIEIOHHPOBAHHOH LEHTPAIM30BAHHOH CHCTEMEI
AHTHBHPYCHOH 3aIlUTHI, TIPEyCMATPHBAOINEH MCIIONB30BAHHE CPEACTB AHTHBHDPYCHOH 3alllMThl Pa3/HYHBIX
TIPOM3BONMTENEH M MX Ppa3fenbHYH0 YCTAHOBKY B aBTOMATH3MPOBAHHOH CHCTEME, TOYTOBBIX pPecypcax H
MEKCETEBbIX 3KpaHax.

14)  AntuBHpycHas mporpamMMa AOKHa oOecredHMBaTh COXpaHeHHe 0€30MacHOro COCTOSHHA
ABTOMATH3MPOBAHHOH CUCTEMBI IIPH CBOMX cOOSX.



